Abstract: This study focuses on the aspects related to the information technology security, and in particular, the quality of information security. It is inter alia because of international technology security that banks incur expenses to adapt their IT systems to guidelines of the supervisory authorities and to the expectations of international financial markets and stakeholders. The constantly growing demands of stakeholders increasingly force the provision of services to be on the highest standard and delivered by means of new technologies. Therefore, banks adjusting their products and services to the requirements of stakeholders have to implement modern methods to secure information channels, thus guaranteeing information security to the stakeholders of a bank. The aim of this paper is to present crucial security aspects in electronic banking, which indirectly affect the quality and security of the offered banking service and whether clients are aware of the most commonly occurring threat -an attack on a computer (phising). The source of data for this research was a group of 90 active users of information technologies, the analysis of certificates and securities used at the time of contact between the customer and the bank through an internet platform and a report of PRNews.pl on the state of banking in Poland for the fourth quarter of 2016.
2017; Wojciechowska-Filipek, 2015) of the recipients of information. The feeling of security by the bank's stakeholders indirectly influences, among others, the exchange of information about the bank and their products, adapted to society's quality of life (internet forums, social networks, etc.) as well as image and brand creation. Electronic banking, as an innovation in the service delivery process, has become the current standard in banking, creating an added value for individual banks and their clients. This is due, in particular, to the rapid development of information technology at the end of the last century, which opened new information channels to the banking sector. It was thanks to the Internet that banks could switch away from telemarketing technology, which developed in the 1960s and to more advanced banking services provided remotely (remote banking). The lack of direct contact with the bank's employees makes it vital for the e-service to provide, process and generate all the necessary information which, through appropriate safeguards (Subsorn and Limwiriyakul, 2016; Alarifi et al., 2017) , would create and guarantee a proper relationship between the bank and the client (Illia et al., 2015) . While the issues related to the regulation of the financial market and payment services in Poland are strictly regulated by banking law (The Banking Act, 1997) and appropriate recommendations D and M (Recommendation D, 2013; Recommendation M, 2013) of the Polish Financial Supervision Authority (KNF, 2018) , the use of online channels when sending commercial offers is an individual matter of particular banks (Rice and Sussan, 2016) .
Difficulties in computerizing Polish banks result from constant changes in ownership as part of mergers or acquisitions, which is why the quality of the products offered, their assortment and availability are crucial elements of the banks' development. This is confirmed by the last three reports published by PRNews.pl at the end of March 2017, which summarize the fourth quarter of 2016 in the following areas: number of bank clients (PRNews.pl, 2016a), personal accounts market (PRNews.pl, 2016b) and online banking (PRNews.pl, 2016c) . The presented data clearly indicate that the number of clients with access to electronic banking is gradually increasing and amounts to approximately 31 million. Constant changes in banking computer platforms are caused by modifications of IT solutions, resulting, among others, from potential security threats in basic system modules based on Internet channels. This trend may also result from the implementation of responsible bank management, as a part of management systems, through strategic activities focused on quality (Olkiewicz, 2004) .
THEORETICAL BACKGROUND
Appropriate and responsible quality management, as part of continuous improvement, is the result of growing expectations and requirements of customers, as well as market risks visible, in particular, on the Internet. Fulfilling the needs and increasing the satisfaction of banking sector stakeholders requires high efficiency of the bank in the field of marketing -offering new products, as well as in information and communication technologies -guaranteeing a safe way of delivering and purchasing a service (Mujinga et al., 2018 , Mann et al., 2015 . A modern IT banking system should be characterized by the following features (Ryznar, 2017; Chechen et al., 2016) : focus on the customer, flexible design solutions, centralized nature of processing, comprehensive application and consistency of solutions, real-time data supply, services using modern technologies such as data warehouses and data security.Therefore, it becomes purposeful to check the security measures implemented by individual banks for access to services from: the e-banking family, e.g. home/corporate banking, home/office-corporate banking, office-banking, corporate banking. Additionally, Recommendation D is adopted by the banks regarding information security management as preservation of confidentiality, integrity and availability of information, within the scope of data security included in the areas of accessibility, confidentiality, integrity, information settlement and non-compliance with current laws. "(Recommendation D, 2013) . At this point, it is worth noting that in the process of appropriate quality management, pro-innovation activities (Olkiewicz, 2015) are undertaken that will allow the stakeholders to benefit from multi-channel banking. This means that currently the bank's stakeholders use various operating systems (Mann et al., 2015) , which to a varying extent support the standards of modern Internet protocols aimed at securing the electronic communication channel between the client and the server. At the same time, they use different end devices (Lata, 2016 ) -they are not just PCs or laptops, but also tablets, smartphones, iPads, or mobile devices.Therefore, when using ebanking services in the communication process, certain messages are exchanged (i.e. communication standards), in which, among others, the protocol version, encryption and data compression methods are determined. Security certificates are also sent (unidirectional authentication and bidirectional authentication). which allow to check the identity of one of the parties or both sides. Therefore, the services offered by the banks should be provided at the highest possible level, consistent with the current IT knowledge in the field of security and should be resistant to known types of attacks against the implemented security architecture. Internet attacks can be of various types, including: phishing, cracking, sniffing, snooping, back door, mole etc. Therefore, online banking is secured by the computer operating systems, network management systems, data encryption techniques, and other bank security. The most commonly known security features include: firewalls, certificates authenticating the connection with the bank (e.g. via RSA algorithm) , data transmission security through message encryption (e.g. SSL protocol), password for private keys, etc. It is worth noting that the security complexity providing a sense of security to the customer are the data processing levels indicated in the provided figures, which require complex calculations, e.g. using the critical encryption parameter, i.e. the key length. The longer the key, the harder it is to break, and thus decrypt the transmission.
RESULTS AND DISCUSION
Due to the complexity of the subject matter of the discussed area, the authors focused their attention in empirical research on the analysis of point 16 of Recommendation D, and in particular on: 1. ensuring identity verification and data security; 2. assessment of clients' awareness regarding the rules of safe use of these channels; 3. client education.
Research indicates that banking customers should, but not always do, pay attention to the presence of a "green padlock" on the browser toolbar, as it indicates a secured connection. In addition, all connections with e-banking services should be preceded by an internet address starting with https://. So what is behind the green padlock and the https protocol? By simply checking the security of a given website, the user can be ensured of the identity of the site and see for whom and by whom the security certificate was issued. The conducted tests were based on reports generated by a special publicly available tool SSL Server Test. Detailed analysis showed (Terebecki and Olkiewicz, 2017) that the websites of the most popular banks are safe, which is confirmed by the data: I. iPKO (https://www.pkobp.pl/); main data:  Certificate used: RSA 2048 bits (SHA256withRSA). 2:TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,   TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384, TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,  TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256, TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,  TLS_RSA_WITH_AES_256_GCM_SHA384, TLS_RSA_WITH_AES_128_GCM_SHA256,  TLS_RSA_WITH_3DES_EDE_CBC_SHA, TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,  TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256, TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,  TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA, TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,  TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA, TLS_RSA_WITH_AES_256_GCM_SHA384,  TLS_RSA_WITH_AES_128_GCM_SHA256, TLS_RSA_WITH_3DES_EDE_CBC_SHA. 2. Inteligo (https://inteligo.pl/secure), main data:  Certificate used: RSA 2048 bits (SHA256withRSA). 2: TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,   TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256, TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,  TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA, TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,  TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA, TLS_RSA_WITH_AES_256_GCM_SHA384,  TLS_RSA_WITH_AES_128_GCM_SHA256, TLS_RSA_WITH_3DES_EDE_CBC_SHA. 3. Pekao24 (https://www.pekao24.pl/), main data: 2: TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,   TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256, TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,  TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA, TLS_RSA_WITH_AES_256_GCM_SHA384,  TLS_RSA_WITH_AES_256_GCM_SHA384, TLS_RSA_WITH_AES_256_CBC_SHA256,  TLS_RSA_WITH_AES_128_CBC_SHA256, TLS_RSA_WITH_AES_256_CBC_SHA,  TLS_RSA_WITH_AES_128_CBC_SHA, TLS_RSA_WITH_3DES_EDE_CBC_SHA. 4. mbank (https://online.mbank.pl/), main data:  Certificate used: RSA 2048 bits (SHA256withRSA). 2: TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,   TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256, TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,  TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256, TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,  TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA, TLS_RSA_WITH_AES_256_GCM_SHA384,  TLS_RSA_WITH_AES_128_GCM_SHA256, TLS_RSA_WITH_AES_256_CBC_SHA256,  TLS_RSA_WITH_AES_128_CBC_SHA256, TLS_RSA_WITH_AES_256_CBC_SHA,  TLS_RSA_WITH_AES_128_CBC_SHA. 6. BZWBK24 (https://www.centrum24.pl/), main data:  Certificate used: RSA 2048 bits (SHA256withRSA).  Connection simulation failed:IE 6 / XP. The authors tried to emphasize that in the era of universal access to information and independent services, verification of bank connection security is not a major problem. It is worth noting that communication security is also ensured by other banks:  Alior Bank (https://aliorbank.pl/hades/) -overall rating A;  Bank BGŻ BNP Paribas iBGŻOptima (https://login.bgzbnpparibas.pl/) -overall rating A;  Credit Agricole Bank Polska (https://e-bank.credit-agricole.pl/) -overall rating C;  Bank Millennium (https://www.bankmillennium.pl/) -overall rating A+;  Getin Noble Bank (https://secure.getinbank.pl) -overall rating A+;  Eurobank (https://online.eurobank.pl/) -overall rating A+ with a prospect of lowering the rating to C;  Bank Pocztowy (https://www.pocztowy24.pl/) -overall rating A;  RaiffeisenPolbank (https://moj.raiffeisenpolbank.com/) -overall rating A;  Citi Handlowy (https://www.online.citibank.pl/) -overall rating A;  T-Mobile Usługi Bankowe (https://online.t-mobilebankowe.pl/) -overall rating A;  Deutsche Bank (https://dbeasynet.deutschebank.pl/) -overall rating A;  Plus Bank (https://plusbank24.pl/) -overall rating A;  BOŚ (https://bosbank24.pl/) -overall rating A;  Santander Consumer Bank (https://online.santanderconsumer.pl/) -overall rating A+ with a prospect of lowering the rating to C. It is important that in the era of professional security in terms of implementing the appropriate level of encryption in internet banking, banks do not limit themselves only to securing information and marketing activities but they also offer them to the already existing portfolio of clients as well as potential future clients. However, it should be remembered that security is best preserved with a high level of awareness regarding the principles of safe use of information channels. Lack of awareness of the risks and the unambiguous identification of electronic mailboxes may lead to a situation in which the bank client becomes a victim of phishing. This means that the bank's customer, the user of electronic mailbox, may not be able to distinguish an original message received from the bank from a false message. Already in 2014, the Polish Financial Supervision Authority issued a guide for clients of financial services titled "Financial security in electronic banking -financial crimes related to electronic banking", drawing attention to the possibility of such an attack. The guide is addressed to ordinary users and, as its authors indicate, its main goal is "... raising the awareness of financial market participants in the area of threats related to the use of electronic banking, and disseminating the knowledge about the rules of conduct, compliance with which will largely protect them, as well as familiarizing with the issues related to the nature and specificity of crimes related to electronic banking ... " (KNF, 2005) . In order to verify the level of awareness regarding the safety of using banks' information channels, the authors conducted a survey on a group of 90 active users (60 women, 30 men) of information technology. The surveyed group was appropriately profiled to include people who use the Internet on a daily basis. What is important, the studied population is mostly young (16.7% (aged 18-22), 64.4% (aged 23-27), 8.9% (28-32), and 10% (over 32 years)), who, due to their age, should belong to the conscious Internet users. Studies have shown that 57.8% of all respondents did not know the concept of phishing, which means that there is lack of awareness of the existence of this most popular threat, which is also one of the simplest forms of computer attack. What's more, a phishing attack is quite often an introduction and preparation for a proper attack. Such an unconscious user, by clicking or downloading an unverified attachment, opens their computer for subsequent attacks. However, in terms of issues related to the secure connection between the bank's customer and the server when online banking is used, as many as 75.6% of respondents draw attention to the so-called "green padlock", which means that up to 24.4% do not control security. Such a high rate of people who are unaware of threats in communication channels or do not visually check the security of the Internet connection makes the level of computer attack threat high.The authors' satisfaction with the high level of security awareness of the respondents, resulting from controlling security by means of the so-called "green padlock" has been minimized by the fact that only 37.8% of the respondents make the effort to verify the safety certificate, which means that as many as 62.2% of people do not care about whom the certificate belongs to at the time of connection. And it should be remembered that connection verification is a verification of the security certificate, whether it's authentic and up to date. It can therefore be concluded that the society trusts electronic banking and is not always aware of the existing threats in communication channels.
CONCLUSION
The changing environment and uncertainty due to a very high level of complexity of the banking system forces the banks to undertake strategic activities in the area of broadly understood security. One of the areas of continuous improvement in the quality of information security is the search for and implementation of new methods and tools which, by increasing the efficiency of electronic banking activities, will minimize risks and their consequences. On the one hand, the analysis of reports confirms that all banks use strong encryption based on 2048-bit key. This encryption is based on RSA asymmetric encryption, and additionally, the banks support a secure TLS family protocol, while excluding the out-of-date SSL protocols. It is important that the supported protocols have all the recommended encryption algorithms. On the other hand, the survey indicates that bank customers have low awareness of the need to verify the security of transmission and the tools used to confirm the security of online banking services. Summing up, the double-track study has shown the need for further more detailed studies that will accurately determine "blank spots" in the awareness of banking services users.
